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EWOV provides a fair, independent and accessible dispute resolution service for Victorian energy
and water consumers. As part of these functions, EWOV collects personal information in the
performance of its functions and purposes, which includes:

e the primary purpose of investigating and resolving complaints between energy and water
providers, and Victorian consumers, or

e secondary purposes, for example:
o as part of its systemic issues function
o reporting to government bodies and regulators

o providing insights to scheme participants to drive better practices and improved
services, and

o continuing operational and service improvement

o being an independent voice and source of insights for industry and regulatory
improvements in energy and water.

EWOV will take all reasonable steps to de-identify personal information prior to disclosure when it is
not necessary to identify the relevant individual, such as when using information for EWOV’s
secondary purpose of operational improvement.

EWOV is committed to protecting the privacy of all individuals whose personal information EWOV
holds. EWOV complies with the requirements of Australian privacy laws, including obligations under
the Commonwealth Privacy Act 1988 (Privacy Act) and the Australian Privacy Principles (APPs)'. The
APPs form part of EWOV’s Privacy Policy. Full text of the APPs is available from the website of the
Office of the Australian Information Commissioner (‘OAIC’) .

This policy is intended to ensure the privacy of all individuals whose personal information is
collected, used, disclosed or stored by EWOV.

! Privacy Act 1988 — Schedule 1: Australian Privacy Principles
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https://www.oaic.gov.au/individuals/privacy-fact-sheets/general/privacy-fact-sheet-17-australian-privacy-principles
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The Privacy Act and APPs provide protections to individuals regarding how their personalinformation
is collected, handled and stored. EWOQOV will treat all personal information, regardless of whether the
personal information is that of a consumer or otherwise, as information requiring protection in
accordance with this policy.

EWOV collects personal information:

e for the primary purpose of investigating and resolving complaints between energy and water
providers, and Victorian consumers, and

o for secondary purposes related to the primary purpose, such as to carry out a systemic issues
function, reporting to government bodies and regulators, providing insights and analytics to
stakeholders, operational and service improvement.

EWOQV may collect and use personal information about employees of scheme participants to the
extent that the scheme participant provides that information and where relevant to the complaint.
For example, a scheme participant employee may provide EWQV with information which is relevant
to a complaint raised and in so doing provide their full name.

We will also collect personal information from a consumer’s authorised representative for the
purposes of:

e confirming that the authorised representative is authorised to lodge a complaint on behalf of a
consumer, and

e contacting the authorised representative about the complaint.

As part of EWOV’s dispute resolution function, we ask consumers who lodge complaints with us to
provide the following personal information:

e name and contact details, such as phone number, email address, postal address

e details of the service the complaint relates to, which may include an account number with an
energy, gas or water service provider and the service address

e ifrelevant, an authority to act provided by the account holder
e other relevant information that will assist EWOV to resolve the complaint or enquiry, including

information to ensure our services are accessible to consumers.

EWOV will collect personal information in one or more of the following ways:

2 APP 3, APP 4, and APP 5
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e inwriting from a consumer, a consumer’s representative or an energy or water provider, whether
by electronic or other means, or

e verbally from a consumer, a consumer’s representative or an energy or water provider, by
telephone or in person (EWOV records calls for quality and assurance purposes).

EWOV collects personalinformation about a consumer directly from that consumer, their authorised
representative or their energy or water provider. EWOV may also receive personal information
through referrals from other third-parties, such as our interstate Energy and Water Ombudsman
counterparts or community groups. If EWOV requires personal information from any other third party
to meetits functions or purposes, EWOV will first seek consent from the relevant individual.

Where appropriate, EWOV may seek the express consent from the consumer to collect, use or
disclose their personal information from or to a third-party for the purposes of furthering the
investigation and resolution of their complaint.

Unsolicited personalinformation is personal information received by EWOV where we took no active
steps to collect the information. For example, this may include circumstances such as an energy or
water provider sending consumer information to EWOV in error.

In such circumstances, EWOV is required by the Privacy Act to consider whether we could have
collected the information on the grounds outlined above in ‘Collection’. If EWQV determines that we
could not have collected the personal information, we must destroy or de-identify the personal
information as soon as is practicable if lawful and reasonable to do so.

If a consumer or scheme participant provides unsolicited information during EWOV’s dispute
resolution process, including personal information of unrelated third-parties, consent to EWOV’s
collection, storage and use of that information for the purpose of resolving the dispute will be
assumed.®

Consumers may choose to remain anonymous or use a pseudonym when contacting EWQV for some
circumstances. EWOV may handle a general enquiry without needing a consumer to identify
themselves.

However, due to the nature of dispute resolution, EWQV requires a minimum level of personal
information to enable it to fairly and effectively manage some consumer inquiries, requests or
consumer complaints. EWOV is unable to investigate complaints where consumers remain

3 Privacy Act (Part Ill, s16A) a permitted general situation as defined by s16A of the Privacy Act exists in relation to the
collection, use or disclosure of personal information if it is reasonably necessary for the purposes of a confidential alternative
dispute resolution process.

4 APP 2
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anonymous or use a pseudonym. The Privacy Act states that, where it is impracticable for EWOV to
deal with individuals who have not identified themselves or have used a pseudonym, the right to
remain anonymous does not continue to apply.

EWOQOV will limit the collection, use, and disclosure of sensitive information to instances where the
sensitive information is directly relevant and reasonably necessary for the investigation and
resolution of a complaint made to EWOQV, including ensuring that our services are accessible.
Sensitive information includes information about an individual’s:

e racial or ethnic origin

e political opinions or associations

e religious or philosophical beliefs or affiliations

e memberships held with professional or trade associations or unions

e sexual orientation or practices

e criminalrecord

e health

e biometric information.

Examples where the collection and handling of sensitive information may be directly relevant and
reasonably necessary to EWOQOV’s dispute resolution function are where details:

e may have impacted the consumer’s ability to service their account (such as a health issue or
period of imprisonment), or

e provide context about the consumer, where directly relevant to the complaint.

Where a consumer volunteers or provides sensitive information to EWOQV, the consumer will be taken
to have consented to the collection, storage and use of that sensitive information in accordance with
this policy. EWOV will not disclose the sensitive information to any third party who is not authorised
on the consumer complaint without the express consent of the consumer or as otherwise permitted
by law.

It is EWOV’s usual practice to collect very limited and generic information about all visitors to its
online resources to identify generic behavioural patterns.

> Privacy Act (Part Il, s6) for full definition of sensitive information
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There are several methods that EWOV uses to collect information about visitors to its online
platforms. EWOV uses Google Analytics on its website. A consumer can opt out of the collection of
information via Google Analytics by downloading the Google Analytics Opt-out Browser Add-on
available via this link: https://tools.google.com/dlpage/gaoptout?hl=en-GB.

EWOV records this data to maintain its server and improve its services. EWOV does not use this
information to personally identify any visitor. Most of EWOV’s online platforms use sessions and
cookies. The core functionality on these platforms will be largely unaffected if a visitor disables
cookies in their browser, but they may be unable to access some advanced functions.

EWOV will collect personal information, including email addresses, if a consumer elects to
subscribe to any of our online publications or email lists. EWOV will only use this information for
purposes of sending regular updates on EWQOV activities. Consumers can unsubscribe from our
email lists at any time.

EWOV may use and disclose personal information collected for the primary purpose of dispute
resolution between the parties to the dispute. EWOV may only use personal information for a
different purpose to that which it was collected if:

e theindividual has consented to the use or disclosure

e the individual would reasonably expect EWOQOV to use or disclose the information for the
secondary purpose and the secondary purpose is directly related to the primary purpose

e EWOV is legally required or authorised to use or disclose the information

e EWOV is entitled to use or disclose the information because of an exception in the APPs.
In order to investigate or resolve a complaint, EWOV may disclose personal information to:

e energy and water providers who are party to the complaint, and

e third party experts or advisors to inform EWOV’s understanding of a complaint.”

EWOV may also use personalinformation to draw insights or understandings about consumer issues
to inform EWOV’s secondary purposes, such as providing reports or submissions to other third
parties including scheme participants, government bodies and regulators. If EWOV intends to
disclose insights drawn from consumer personal information, EWOV will first de-identify personal
information prior to any disclosure.

EWOV does not engage in any direct marketing activities and will not provide a consumer’s personal
information to another body for the purposes of direct marketing. EWQOV may request consumers to

S APP 6

7 Third party independent experts/advisors engaged by EWOV are required to sign a confidentiality agreement prior to consumer information being
disclosed.
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complete customer satisfaction surveys for EWOV’s secondary purposes including operational and
business improvements and drawing insights. In doing so EWQV will seek a consumer’s consent to
use their email address for purposes of contacting them to complete a customer satisfaction survey,
unless the survey is specific to the consumer’s complaint and the service provided by EWOV. Where
aconsumer completes a customer satisfaction survey, they will be taken to have consented to EWOV
using any personal information provided by the consumer as part of the voluntary survey to draw
insights. EWOV will not disclose personal information to any third parties without the person’s
consent for insights purposes.

Where a consumer or scheme participant provides information in response to a complaint, they will
be taken to have consented to EWOV using any personal information contained in their submissions
for the primary purpose of dispute resolution between the parties to the dispute.

As part of meeting its procedural fairness requirements as a recognised External Dispute Resolution
scheme?®, EWOQV exchanges information which is relevant to the complaint and which parties to a
complaint are relying on to support their case to provide both parties with the opportunity to respond.
As such, both parties to a complaint should, as a matter of practice, provide information to EWQV in
a format and manner which can be appropriately exchanged, taking into consideration any privacy
considerations.

If complaint submissions contain personal information of unrelated third-parties EWOV will not
contact the third-party to advise of the collection as it was collected for the purposes of a
confidential dispute resolution process. Consent to EWOV’s collection, storage and use of that
information for the purpose of resolving the dispute will be assumed.®

Consumers and Scheme participants can make decisions to anonymise third-party information if
appropriate and if not needed for the resolution of the complaint.

EWOV will take reasonable steps to make sure that the personal information collected, used or
disclosed is accurate, complete and up to date. EWOV will make the necessary changes as soon as
practicable to personal information details held where a consumer or provider notifies EWOV of
errors or changes required.

8 Benchmark 3: Fairness of the Treasury’s Key Practices for Industry-based Customer Dispute Resolution

9 Privacy Act (Part Ill, s16A) a permitted general situation as defined by s16A of the Privacy Act exists in relation to the
collection, use or disclosure of personal information if it is reasonably necessary for the purposes of a confidential alternative
dispute resolution process.

10 APP 10, APP 12, and APP 13
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If EWOV does not agree to make requested changes to personal information, the consumer may
provide a statement about the requested changes and EWOV will attach this statement to the
consumer’s record.

A consumer whose personal information is held by EWOV has a right to apply to EWOV for access to
that personal information. Upon receipt of such a request, EWOQOV will provide access to personal
information unless an exception applies. EWOQOV will provide written reasons for a denial of access or
a refusal to correct personal information, including mechanisms available to complain about the
denial of access or refusal to correct. EWOV will provide access to personal information free of
charge.

A consumer wanting to access their personal information held by EWOV should make a request in
writing to the relevant investigator or, conciliator managing their complaint or to EWOV’s Privacy
Manager:

The Privacy Manager

EWOV

GPO Box 469

Melbourne 3001

Email: ewovinfo@ewov.com.au

EWOV will take reasonable steps to protect the personal information held from misuse, loss or
unauthorised access, modification or disclosure.

These steps include electronic security for EWOV’s premises and information systems, password
protection for electronic files and securing paper files in locked cabinets.

EWOV does not, and will not, use any government assigned identifier, such as a Tax File number or
Medicare number, to identify consumers.

EWOQOV’s IT networks and systems mainly use servers and support within Australia. However, should
EWOQV need to transfer or disclose personal information overseas, EWOV will seek to ensure the
recipient complies with obligations under the Privacy Act and APPs.

1 APP 11
2 APP 9
13 APP 8
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Contacting EWOV

If consumers have a complaint about the way in which EWOV has handled their personal
information, they should contact:

The Privacy Manager

EWOV

GPO Box 469

Melbourne 3001

Email: ewovinfo@ewov.com.au

EWOQOV takes complaints about potential privacy breaches seriously. EWOV will investigate the
circumstances of a privacy complaint and will undertake remedial action required, including any
necessary staff training.

If consumers are not satisfied with EWQV’s response, they may wish to contact the Office of the
Australian Information Commissioner:

GPO Box 5218 Sydney NSW 2001
GPO Box 2999 Canberra ACT 2601
Email: enquiries@oaic.gov.au

Phone: 1300 363 992

Changes to this policy
This policy can only be amended by our Board and was last approved in December 2024.
When a change is made to this policy, it will be updated on EWOV'’s website.

By continuing to use EWOV’s services or providing EWOV with further personal information, EWOV
assumes acceptance of any amendments to the policy.
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